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Topsec Inbox
Protect

Protect your organization
from zero-day threats by
scanning internal mail.

Get it from
Microsoft
[ ] AppSource



https://appsource.microsoft.com/en-us/product/web-apps/topseccloudsolutionslimited1696245683459.ib_protect_ts

Introduction

Topsec Inbox Protect provides advanced security and protection
across internal mail. Our most recent solution enables quick and simple
configuration to include internal inbox scanning straight into user mailboxes,
eliminating any dangers and preventing interaction with potentially dangerous

emails.

By authorising a Microsoft Tenant to allow ‘Topsec Inbox Protect’
to connect, our gateway scanning is replicated within the user's
mailboxes. Microsoft will notify Topsec Inbox Protect of any new internal mail, at
which point Protect will query the mailbox, retrieve the mail, and
process it through our security scanners. Any mail that fails our

scanning process will be removed from the user's view and quarantined locally.

Why should you have Inbox Protect along
with the Topsec Gateway?
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How Topsec Inbox
Protect works

For customer who use Topsec Gateway
and Inbox Protect

oM

XPROTECT TO

INBOX PROTECT RECEIVES THE
ALERTS FROM M365 AND RETRIEVES
THE MAIL FROM THE USER INBOX.

IF AMAIL FAILS A SECURITY

CHECK, INBOX PROTECT ALERTS
M365 AND INSTRUCTS THE ACCOUNT
TO SECURELY QUARANTINE THE
MAIL LOCALLY.

I WHERE NO ISSUES ARE FOUND,
TOPSEC RECORD THE RESULT AND
THE MAILBOX REMAINS UNCHANGED.
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Features include

Protect scans include the 'Inbox' folder and sub folders.

365 Mailbox scans internal emails as they arrive.

Virus scanning of attachments.

Spam Scanning : Checking for spam content within mails.

WBL List Check : Checking for known bad mail addresses and domains.
URL Re-Writing : Links are re-written to use a Topsec scanner when opened.

URL Analysis : Detailed analysis of URLs is carried out by Topsec.

O O 0 0 00 0 0 o

5 day retrospective rescanning to identify post delivery threats & real-time

remediation.

What kind of mail is scanned?

When using Topsec Inbox Protect as a ‘Hybrid Service’ in combination with the

Topsec ‘Gateway Services’ - M366 users

Gateway Protection : Provides protection to External Mail.

Inbox Protect : Provides protection to Internal Mail.

What does Second-Layered Approach mean exactly?

This means that ‘Protect’ adds an additional layer of more extensive testing on top
of Microsoft's own security. Having Inbox Protect ensures the same level of
mail scanning across both internal and external mail, as it adds an extra layer

to internal mail which is not scanned by the gateway alone.
Performing Inbox Protect scanning on internal mail maintains a high standard of mail

security across the board. This ensures that all internal mail is handled

with the same level of interrogation as external mail.
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On-boarding / Setup Requirements:

You will first need to obtain your Active Directory ‘Tenant ID’ from your
Microsoft account; this can be found in the Microsoft ‘Overview’ tab.

Overview Menitoring Propertias Recommendations Tutorials

L Search your tenant

Basic information

Name Users
Tenant ID |E Groups
Primary domain Applications
License Microsoft Entra ID Free Devices

The tenant ID will need to be emailed to our support team (support@topsec.com).
Once received, we add the tenant to your portal account.

With the tenant now added, you will be able to view the setup in the "Settings/
Office 365" tab of your portal account:

2 Settings

General Digest Realtime Notifications Access Control Office 365

B office 365 Tenant IDs

InboxProtect-TenantlD Authorize Office36s Protect

Choose App 1D

=+ Add New Tenant ID
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To provide permission to ‘Topsec Inbox Protect’, you will need to authorise the tenant
setup by clicking the ‘authorise’ button. This will prompt a Microsoft login where
permissions can be granted:

B8 Microsoft

Permissions requested

Review for your organization

Email security Inbox Protect app 0
7 Topsec Cloud Solutions Limited .}
This app would like to:
Sign in and read user profile
Read basic mail in all mailboxes
Read all users' full profiles
Read mail in all mailboxes
Read and write mail in a2ll mailboxes

Send mail as any user

e L% KA

Read directory data

If you accept, this app will get access to the specified resources for
all users in your organization. No one else will be prompted to
review these permissions.

Accepting these permissions means that you allow this app to use
your data as specified in their terms of service and privacy
statement. The publisher has not provided links to their terms
for you to review. You can change these permissions at
https://myapps.microsoft.com. Show details

Does this app look suspicious? Report it here

Once accepted, ‘Topsec Inbox Protect’ will be activated and functioning.

Get it from

Microsoft
[ ]

AppSource
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